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Les données
 10 semaines de mesure

 ~500 Go de XML compressés

 ~ 10 milliards de messages

 ~ 90 millions de pairs

 ~ 280 millions de fichiers différents

➡ adresses IP anonymisées

➡ mots anonymisés (< 100 fois dans les données)
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Contenu pédophile: les ages

chaînes de caractères contenant des ages

requêtes ciblent des ages plus jeunes que les fichiers

plus de demande que d’offre
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Mots clés des fichiers:
représentation sous forme d’un graphe
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Graphe des mots dans les fichiers
- 1 693 791 de noeuds
- 73 422 135 de liens
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Détection de communautés
http://findcommunities.googlepages.com
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Détection de communautés
http://findcommunities.googlepages.com

Graphe des mots dans les fichiers
Après 5 niveaux de découpage:

 communauté de 189 mots (11 connus) 
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21 mots clés pédophiles

requête pédophile si elle contient au moins 1 mot clé
– 94% contiennent seulement un mot clé pedophile

– le mot clé 21 est utilisé dans 60% des requêtes
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Figure 2: Distribution of the number of pae-
dophile keywords in queries, i.e. for each number of
paedophile keywords from our set contained in queries,
the number of queries (vertical axis), with logarithmic
scale.

Number of keywords in queries (Fig. 2)

The distribution shows that, among queries containing
at least one paedophile keyword, most of them contains
a single keyword. These results raise the question of
the correct definition for a paedophile query. Our first
model (PQ) might be improved to eliminate queries
with more than x paedophile keywords.

The table below shows the number of paedophile que-
ries, for two definitions of a paedophile query. In row A,
the number of queries containing exactly x paedophile
keywords. In row B, the number of queries containing
at least x paedophile keywords.

1 2 3 4 5 6 7 8 9
A 110614 3166 1105 380 78 100 26 13 1
B 115483 4869 1703 598 218 140 40 14 1

Paedophile IPs / normal IPs ratio (Fig. 3)

If we now consider NAT or dynamic IP allocation, an IP
may remain paedophile until the end of the ten weeks,
even if it is not the same user anymore. This kind of
contamination may lead to eventually consider every
IP as paedophile. The growing ratio (see Fig. 3) shows
that, even by the end of the experiment, we still discover
many new paedophile IPs in queries.

Total number of queries by keyword (Fig. 4)

One may notice several groups of keywords, sorted by
frequency of appearance. But this plot also shows that a
specific keyword (the right most one) is used in slightly
less than 60% of all the paedophile queries. The gap
between this paedophile word and others suggests that
it may be a not-so-specific keyword. Further investiga-
tion, such as combination of this keyword with others,
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Figure 3: Time-evolution of the ratio of pae-
dophile IPs over normal IPs.
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must be carried out to decide whether all queries con-
taining this keyword should be considered paedophile.

4. FUTUREWORK

Most of the future work will consist in studying com-
bination of keywords, so as to corroborate our hypo-
thesis on the model (specific paedophile keywords). A
deeper work on ages will also be carried out. We will
progressively refine our definition of paedophile queries
and IP, before establishing accurate and reliable results.
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that, even by the end of the experiment, we still discover
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 Perspectives & ouvertures
– definition d’une IP et d’une requête pédophile

– combien de fichiers et d’utilisateurs pédophiles ?

– identification du contenu via les noms de fichiers

– impact des lois (hadoppi, loppssi, ...)
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Graphe des mots dans les fichiers:
- 1 693 791 de noeuds
- 73 422 135 de liens
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Communautés contenant 12yo

8

Requêtes Fichiers

graphe 3 380 213 1 693 791

découpage 1 2 469 134/107 688 828 913/97 111

découpage 2 785 606/23 680 314 665/30 367

découpage 3 232 620/3 954 13 540/1259

découpage 4 51 026/836 1310/94

découpage 5 1614/70 189/11

NOIR mots/noeuds dans la communauté
ROUGE  mots connus (> 100 apparition dans les données)
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