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INTRODUCTION

Anserin (aka Torpig, Sinowal) en quelques mots :

Malware de type banker dont |'objectif est de voler des mots de passe de banques

€«

Q\; S’installe sur des systemes Windows et s’accroche a Internet Explorer

Affiche des formulaires malicieux aux victimes

Utilise des serveurs externes dits de “Back-Office”

€0 €
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INTRODUCTION : Le vif du sujet

#] U.S. Bank Internet Banking - Microsoft Internet Explorer

Fichier ~Edition Affichage Favoris Outils  ?

ﬁ E] g -/ Rechercher < Favoris & - & S j“

https: fjwwwd,usbank.comfinternetBanking/RequestRouter

@ ba n k Customer Service Contact Us Locations

Five Scar Service Garasood (42

Internet Banking l'

To continue with Online Banking, please provide the
information requested below

Card Number:

Card Expiration
Date:

Card CVV2:
ATM PIN:\
\_m,

aConnection Secured Member FDIC

Privacy Pledge | Security Standards
USB Column:13
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DEROULEMENT DE L'ATTAQUE

www.myba.com

Injector Server
*.mybank.com ?

Collector Server

/

3

nject this fakepage
on /login.aspx

Send stolen passwords

Login : xmco

Password : mySecret

N° SS : 0123456789
SecretAnswer : motherBirthName
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SOMMAIRE

= |e Back-Office d'Anserin
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LE BACKOFFICE : 2 serveurs dédiés

www.myba.com

Injector Server

Collector Server

A /

Anserin
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LE COLLECTOR SERVER : Fonctionnalités

%{;\ Serveur de mises & jour

> Nouvelles versions de la librairie principale .DLL E\;
F.|ch|er de Fonflguratlon Ioca.l (IP et. EQDN du Back-Office) X .
Liste des sites avec formulaire malicieux

Collector Server

eﬁ Collecte des identifiants et mots de passe volés

Traces de tous les POST HTTP
Fichier plat taggé

eﬁ Sécurité des flux entre les agents et le Back-Office

, Utilise un protocole HTTP avec des URLs chiffrées

Identification des agents avec un MSID inclus dans I'entéte User-Agent
Blacklistage de certains agents en fonction du MSID

Blacklistage des IP sources des agents
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LE FICHIER DE COLLECTE DES MOTS DE PASSE

1 IP 192.168.1.111

ul as15_199]
3 https://www.mercedes-benz-bank.de/intrade/disp
4 https://www.mercedes-benz-bank.de/intrade/disp
5 post
6 username(ffield_text): xmco
7 password(ffield_password): PASSWORW

— = =
9 S$part(ffield_hidden): portal.main.applications.Login.app.Login

11 IP 192.168.1.111

12 [Build Vasi5_1989]

13 http://www.google.com/search?qg=xmcopartners.com
14 /search

16 hl(ffield_hidden): fr

17 q(ffield_text): xmcopartners.com
18 btnG(ffield_submit): Rechercher
19 1r(ffield_radio): 7052

20 1r(ffield_radio): lang_fr 19372
21 /search

22 get

23 q(ffield_text): xmcopartners.com
24 bitnG(ffield_submit): Rechercher
25 hl(ffield_hidden): fr

26 sa(ffield_hidden): 2

27
. o 1
29 [Build VasiS5_1909]
30 http://routeur.anserin.dmz.xmcopartners.com
31 checkAuthorization
32 post
33 username(ffield_hidden): admin

. 34 password(ffield_password): PASSWORD Y

36 (ffield_reset): Effacer
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L'INJECTOR SERVER : Fonctionnalités

[

L'Injector est une fonctionnalité optionnelle
Anserin collecte tous les POST HTTP avec ou sans injection

Injector Server

Distribution de formulaires de login malicieux
Injections simples (ajout de champs HTML)
Injections évoluées (clavier virtuel, cartes multi-entrées, calculateurs,...)

G »

Inventaire des URL a remplacer avec les parametres
Méthode HTTP a surveiller : GET ou POST
Parameétres de discrétion : Nb d’injection, Nb des requétes a ignorer
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L'TINJECTOR SERVER : Le protocole d’injection

-

Host: injector-server.com

\&

GET /Bysn457/id=1234567890ABCDEF1234567&pl=2&p2=login.bank.com&p3=0 HTTP/1.1

User-Agent: MSID [1234567890ABCDEF1234567]|Build Vasi5|109

~

Qa

HTTP/1.1 200 OK

Date: Fri, 21 Mar 2008 12:24:47 GMT

Server: Apache

X-Powered-By: PHP/5.1.6

Content-Type: text/html; charset=windows-1251

login.bank.com /login.jsp /fr/fakelogin.php 2 0 2 1

-

\*:;

§

Injector Server

4
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LE CHIFFREMENT DES COMMUNICATIONS

/ Message Initial

g

id=1234567890ABCDEF1234567&sv=109&build=Build
%20Vasi5&ts=1204201312&ip=192.168.1.111&sport
=8796&hport=8744&0s=5.1.2600&cn=France&nid=01

23456789ABCDEF&bld=Build Vasi5&ver=109

Nl

'

Translation Hexadécimal et Inversion

g

930313D32756676253963716650246C6965724D346C6

724D346C696572662930313D36737627363534333231

364544434241403938373635343332313D34696

/ Opération XOR + Encodage Base64

~

s MSID N\

I 0123456789ABCDEF
N J

a Requéte HTTP N

%ZnUEquSBNU=

0zIh4BNjUVVrr3ZUJkYDgKZmFuBy8xBVXGOFdmdQ1sVD
UmFwBXYINOt16QhEnOgIhZW4NIDVDQ7WmKgUKYWIQf
HUHB3RrXkfx63RcUmJtVDsuFOE8MxAFoqUIGhV6fFUYLQ
EKcm5TCuW2IRcFAGZXMyESDNANFVa692VCZHZhR296R
kEOZw8a5uZyDQR1aVVwZQFdmdQQbKiUWB3BhUjOisUB

/

POST /0123456789ABCDEF/0zIh4BNjUVVrr3ZUJ
kKYDgKZmFuBy8xBVXGOFdmdQ1sVDUmFwBxYINO

»t16QhEnOthZW4NIDVDQ7WmKgUKYWIQfHUHBB

RrXkfx63RcUmItVDsuFOE8MxAFoqUIGhV6fFUYLQE
Kecm5TCuW2IRcFdGZXMyESDNnANFVa692VCZHZh
R296RKEOZwW8a5uZyDQR1aVVwZQFdmdQQbKiU
QVBBBhUjOisUBXZnUEquSBNU HTTP/1.1
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SOMMAIRE

= |Les formulaires malicieux
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L'INJECTOR SERVER : Les formulaires malicieux simples

Account Log In
2/21/2008 8:02:30 AM ET. DJIA 0 | NASDAQ +48.15 & | S&P 500-1.23 ¥

U.S Equity/Option Markets are closed.

Caccountlogin N Messages

Username Kav Natae Mnara Natae
Account Log In E-mini S&P 500 (MAR) 1,267.00 | E-mini NASDAQ 100 (MAR) 1,660.50
Password 2/10/2006 7:31:17 AM ET.

Reminder: You | U.S Equity/Option Markets open in 1 hours 58 minutes. % Learn More about Futures

Start Page [ Defaul
Rl Account ogin Wl Messages |

a (‘Secure L To continue with Online Banking, please provide the information requested Key Dates More Dates
Eaos 02116 Lasttrading day for certain February index options.
Forgot your pz First Name 02/17 Lasttrading day for February equity and all other index
options.
. " Last Name 02/20 Markets closed in observance of President's Day.
ote: ing in, you agree to our Accounf —
Dateofbith ' ' Notices
ddimmiyyyy

M- Trading Hours to Change on Feb. 13, 2006
Social Security number Closing for equity options and narrow-based index options will

S e change to 4:00 pm ET beginning Monday, February 13, 2006.
Mothers Maiden Name For more information click here.

PIN Save $100! Register for OptionsXpo 2006 and save $100 off
the registration fee. Don't miss your chance to learn from
educational leaders throughout the investment community and

Email optionsXpress trainers. Visit www.optionsXpo.com for more
details.
Answer for the secret
question Get Important IRA and Tax Info
— When making your IRA contributions, be sure to specify 2005 or
Log |
& (Secure Log ) 2006, otherwise they will default to 2006.

Forgot your password?
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L'INJECTOR SERVER : Les formulaires malicieux simples
R

ADVERTENCIA !!
_Carte de CLES PERSONNELLES
Identifiant ...1234567 cme n®1 Por motivos de seguridad nuestro sistema de protecciA’n ha sido mejorado.
Por favor introduzca las coordenadas solicitadas de su Tarjeta Super Clave para acabar
la autorizaciA®n
836 A B C D E F G H I 1]
i 1 [ O Bed bed fed [ [ Bod [ed [uxd
oo | = : ‘ 2 [ B ped fe] (] [ [ fBed [ fed
F s Wisol (| 533 3 MEENOODREK BN
5798 19076 | 58 4 [] [pod fod [] fod fod [ [od [od e
H 5 [ bed [ Bed [ Bed [ Bed [ed [

Accueil > Identification

.- IDENTIFICATION

Afin de prévenir les cas de la fraude veuillez vous identifier et confirmer votre personnalité.
Introduisez 10 coordonnées de la carte CLES PERSONNELLES.

E2 G5 ES BS B3
H4 C1 Al G8 cs

Valider
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L'INJECTOR SERVER : Les formulaires malicieux évolués

Identification

1 Numéro de la carte 2 Card Reader 3 Code d'acceés

Introduisez vol Tdentification

“\T

1 NumA®©ro de |a carte z Card Reader 3 Code d'accA”s
0683~"2345687~¢F

RCEERT SCHUM Introduisez votre numA@ro de carte: 1. InsA®rez votre carte bancalire Introduisez le nombre qui apparaA@t A
dans le Card Reader. I'"A©cran du Card Reader:
(maximum 8 chiffres, sans espace)

CARD 6703 [08

Maestro

Response:

-

2. Appuyez sur la touche @

o03] [

; le Card Reader.
[_ Ajout 083~-1234567-89%
RCEERT SCHUMAN Challenge:
9099 0643

3. Introduisez le nombre suilvant sur

CcARD 67073 0500

H ID puis confirmez avec @

6703][ ||

_ 4. Introduisez |le code pin de votre carte
[~ Ajouter A vos favoris

o
bancaire et confirmez avec Q
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L'INJECTOR SERVER : Les formulaires malicieux évolués

ACCES ABONNES =
VOTRE CODE CLIENT @ Pret Expre S AGRANDR I FERMER X

(0 Profitez des SOIGS Lk fil
VoS coups de

5 1" CLIQUEZ ICT
(" ik ) pour en savoir plus CORRIGER

VALIDER
e

an
Souscrire en ligne
- Voeux 2008
Adhérents T JlLas
enm
- pour
Services d'urgence {— >>>

‘ g = Acces sécurisé

n Saisir votre n® de client

Composer votre code a la souris
’f

w
(00]

8|3| |7 0 F
6
9 415]6
211
Aide Q Corriger 1

5N

F

Code Confidentiel oublié ou Accés suspendu ?
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L'INJECTOR SERVER : Les URL a remplacer et les paramétres

Extrait de la liste des banques attaguées

BANK

*barclays.pt
*caixapenedes.com
ww3.deutsche-bank.es
adibonline.adib.ae
login.banknetpower.net
*bobibanking.com
*citibank.ae
bancolombia.olb.todol.com
www.bcointernacional.com
www* bolivariano.com
www.bancruznet.com.bo
vsl.absa.co.za
*produbanco.com
businessnet.ba-ca.com
online.ba-ca.com
www.bks-banking.at
www.denizbank.at
ebanking.easybank.at
www.ibrokerage.at
www.myoenb.com
banking.privatbank.at
wwwtb.psk.co.at
ebanking.spardabank-vi.co.at
secure.accu.com.au
*advisernet.com.au
secure.ampbanking.com
ebanker.arabbank.com.au
ib.bigsky.net.au
*bog.com.au

www3.netbank.commbank.com.au

ibank.communityfirst.com.au
onlineteller.cu.com.au
*cua.com.au

MATCHING

/barclaysnet/waitLogin.jsp
/mcpenedesnl/GeneralServiet?pageOperation=LOGIN
/pbct/login.doLogin.db
/efs/serviet/efs/jsp-ns/inc/init/login-init.jsp
Jcheckin.jsp
/BankAwayRetail/*sgonHttpHandler.aspx™
/CappWebAppAE/producttwo/capp/action/ProcessSignon.do
/servlet/msfv/B0007/Login/login_wait_new.html
/baninter/logon.jsp

/bancav/a/principal.asp

/produccion6_ produccion/app/login.asp
/ib/Authenticate.do*
/GFPNetSeguro/transaccional/accesos/Login.aspx™*
/disp*login.welcome*

/bach/de/login/login.html

/cgi/flogin.cgi/BKS
/dnzbnkWienWeby/login/loginend.jsp
/InternetBanking/InternetBanking/*
/SERVICE/015_PRESENTATION

/ticketlogin
/html/german/loginpin.jsp;jsessionid=*
/InternetBanking/InternetBanking*
/eBanking/iBanking/iBanking2.jsp
/*/communicator.jsp

/favn/logon_controller

Jau/Logon

/eB_SignOn.asp

Jcommunicator.jsp

/bogqws/bogbl?spid=*

/netbank/bankmain*
/securel/communicator.jsp

/beProd/xxxxx

/webbanker/defaultmsE754.js

HIJACK PAGE

[PitTheme/barclays.pt/barclays.pt.php
[PitTheme/caixapenedes.com/redirl.php

N1 N2 N3 N4

0

[PitTheme/deutschebank.es/deutschebank.es.php

/ae/adib.ae.php
[ae/banknetpower.net.php
/ae/bobibanking.com.php
/ae/citibank.com.php
/af/bancolombia.com.php
/af/bcointernacional.com.php
/af/bolivariano.com.php
/af/bsc.com.bo.php
/af/ib.absa.co.za.php
/af/produbanco.com.php

/at/ba-ca.com/businessnet.ba-ca.com.php

/at/ba-ca.com/login.de.php
/at/bks-banking.at.php
/at/denizbank.at.php
/at/easybank.at.php
/at/ibrokerage.at.php
/at/myoenb.com.php
/at/privatbank.at.php
/[at/psk.co.at.php
/at/spardabank-vi.co.at.php
/au/accu.com.au.php
/au/advisernet.com.au.php
/au/ampbanking.com.php
/au/arabbank.com.au.php
/au/bigsky.net.au.php
/au/bog.com.au.php
/au/commbank.com.au.php

/au/communityfirst.com.au.php

/au/cu.com.au.php

/au/cua.com.au/defaultmsE754.is

O N NNNNNNNNNNONNNNNONNNNNNNNNNNNNN
O 0000 0000000 o0 o000 oo oD oo oo oo oo oo ooo

6

HB NN DB NNNALBNNDDDL D LLLILDWNWLILBNLDEDDLLNLDL N

1
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SSTIC 08 - Autopsie et observations in vivo d’un banker - F.Charpentier et Y.Hamon

X mCO ‘ Partners



SOMMAIRE

= |La résilience du banker
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RESILIENCE DU MALWARE : Les mécanismes de reprise

Anserin utilise deux moyens techniques pour garder le contact avec le Collector :

ANSERIN
@ FQDN généré pseudo-aléatoirement en fonction de la date du jour | -MONTH TRANi'I:I?TION
Exemple : gjycunj.com, hbyqulj.biz, kicqonv.net..... ;:;:Juaarri/ EBF
March ARM
Note : Noms de domaine enregistrés chez Cari.net. April PRA
May AYM
June UNJ
July uULJ
August UAG
«~» FQDN statique de type Fast-Flux (solution de secours) September ESP
/ Dans le fichier de configuration local du banker October OKT
. e November ONV
Exemple : kalamazan.com, Kirizz.info
December EDC

Note : Noms de domaine enregistrés chez SoftLayer.
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RESILIENCE DU MALWARE : Les hébergeurs Bullet-Proof

L'adresse IP du Collector Server change toutes les semaines et pointe vers des hébergeurs bullet-proof .

L'hébergeur que I'on retrouve le + : Softlayer — Dallas, Texas, USA :

SoftLayer Technologies, Inc.

« ‘ ¢ + vEh(tp://www.soft\ayer.com/ - Q-

SoftLayer Technologies, Inc. ‘

Home Knowledgelay Support VPN  Mini  Forums Press Contact Chat Live with Sale

SOFTLAY=R

do it faster. do it better. do it in private.

SoftLayer Seattle Datacenter: " i
Datacenter fully operational on December 17, 2007. , [//
(

SERVER OPTIONS SERVICES NETWORK DATACENTER PARTNERS ABOUT SOFTLAYER THE INNERLAYER DEVELOPER NETWORK SPECIALS LEGAL INFO

Welcom e to Seattle . Key Seattle Datacenter Details Sales Portal VPN

= 2000 amps 480v Input Power Need a little advice? Contact one

SoftLayer’s newest datacenter. - s ws sy sacu uns

= 2000Kw Diesel Generator with Onsite Fuel Storage

Our Seattle Datacenter, with room for over 10,000 dedicated servers, is housed in a private N+1 Toll Free 1-866-398-7638

= Redundant Liebert 30 Ton HVAC Units Local 1-214-442-0602
datacenter facility incorporating our usual industry-leading infrastructure. Now SoftLayer u Pre-Action Dry Pipe Fire Suppression Email sales@softlayer.com
Chat Click to chat

customers have even better options when choosing SoftLayer for their hosting needs. Welcome to
the future of hosting.

= Proximity Security Badge Access

= Digital Security Video Surveillance
SoftLayer News

Single Processor Multi Core Servers Dual Processor Multi Core Servers Quad Processor Multi Core Servers ﬁg“ﬁ“gé;[%

Accelerating in 2008
2008.01.29: SoftLayer Connects

Intel & AMD Processors Pricing Starts At Datacenters vith 10G

Dual or Quad Core Dual or Quad Core

Pricing Starts At Pricing Starts At

1GB Registered ECC RAM 2GB Registered ECC RAM 8GB Registered ECC RAM 2008.01.15: SoftLaver Adds Kex
SATA II & SA-SCST HDD s1 5 9 00 SATA II & SA-SCSI HDD 3259 00 SATA II & SA-SCSI HDD 549 9 00 Executive Management

Raid 0, 1, 5, 10 Available PER Raid 0, 1, 5, 10 Available PER Raid 0, 1, 5, 10 Available PER 2008.01.08: SoftLayer Deploys
2000GB Public Bandwidth Ma 2000GB Public Bandwidth Mo 200068 Public Bandwidth Ma 40G to the Rack

Unlimited Private Band. No Contraxt fequed! Unlimited Private Band. Mo Contract Saqulied! Unlimited Private Band. o Sontrac Raquina! More SoftLayer Press

*User upgrades may User upgrades may User upgrades may  e—
increase monthly rate ncrease monthly rate ncrease monthly rate Developer Toolbox a
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RESILIENCE DU MALWARE : Les hébergeurs Bullet-Proof

Dedicated Servers & Web Hosting

Managed Web Hosting Services | The Planet

« i > | €& |+ | € htp//www.theplanet.com/

[iES ~/Q- ThePlanet

|| Dedicated servers & web H

) The Planet

ABOUT US NEWS & EVENTS SUPPORT

SINGLE PROC | SINGLEPROC || READY TO GO
SINGLE CORE | MULTI CORE SERVERS™

$89l 140 B3PS

DEDICATED
BACKUP

$239

MULTI PROC
SINGLE CORE

MULTI PROC
MULTI CORE

$359

$209

Dedicated Servers Managed Hosting

Single Proc Single Core
Single Proc Multi Core
Maulti Proc Single Core

» Scalable Web App
>
»
Multi Proc Multi Core %
-
+

High Avail Web App
Hosted IT
Dedicated Support
Ready To Go Serversn.

Dedicated Backup

Orbit™ Customer Login o
& CHAT WITH
# Shopping Cart (0 It

oping Cart (0 items) S
& 1(866)-325-0045

PARTNERS CONTACT US

NEED A
SERVER
QUICK?

FREE Setup on
Ready-To-Go Servers

Learn more =

Hosting Products Special Promotions

Virtual/Private Racks
Backup / Storage
Security

» Fill Your Cart
»
>
Domains / SSL +
-
+
+

2x RAM, HD, BW for FREE
No Setup on Ready To Go
Dual Xeon 2.4 @ $143
Firewalls from $69/month
Backup from 16 cents/GB %
50% off upgrades »
Fee FREE Private Rack %
Virtual Racks Intro Offer  +

Load Balancing
Unmetered Bandwidth
KVM Over IP

ThePlanet - Houston, Texas, USA

1

LXCXC)

Dedicated Server | Windows Dedicated Servers

Server Cluster | Linux Dedicated Servers

<r]le] [+

http://www.cari.net/

O ~(Q- co

| Dedicated server | Window... |

2xHarperfown  Harpertown 2xClovertown  Clovertown Kentsfield
DIV  80n " 140 £180m  $140m  $100m
$5004cws  $400uuws  $200sewp 5200w $1200eun

Harpertowii

—>IN m<—r

inte]) intel) ,.ﬂ# intel, intel intel intel
A
2xWoodcrest  Woodcrest 2xlrwindale  Core 2 Duo Single Core Dual Core Single Core
mo $120/me $120/mo $80/mo $70/mo $60/mo $60/mo
$400 sewp $20setwp $0szeup

$300/setup $Ossewp

$Oewp — $100ssetvp

Cari.net Forums
Looking for an answer, or just
want to discuss the latest
technical news? The Cari.net
community is here for you!

Windows Server 2008
The most advanced Windows
Server operating system yet.

WHY CARI.NET?

Hosting the World for Over a Decade.
Completely Redundant Facilities.
Service is Guaranteed.

[ o |

Cari - San Diego, Californie, USA

SSTIC 08 - Autopsie et observations in vivo d’un banker - F.Charpentier et Y.Hamon

X mCO ‘ Partners



Anserin, RBN, etc : Qui est derriere ?

La piste Nevskaya et le Panama
Historique du RIPE du Collector Server :

descr: Russian Business Network

address: 12 Levashovskiy pr, 197110 Saint-Petersburg, Russia
descr: Nevskaya Consulting Company LTD

address: 190000, Russia, St.Petersburg

descr: NEVSKCC NEVACON LTD

address: Republic of Panama

La piste Secure Hosting et les Bahamas
Les IP du Collector hebergé chez Softlayer sont liées a un hébergeur de Nassau :

descr : Secure Hosting Ltd.
address: Nassau, BS
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Anserin, RBN, etc : Qui est derriere ?

SECURE
HCSTING

WHY SECUREHOST?

Offshore Hosting

Offshore Servers
Offshore Web Hosting
Offshore Colocation
Offshore VPS
Bahamas Voicemail
Dual-homed Hosting

© LEARN MORE

OUR PRODUCTS

OUR SERVICES

Offshore Services

Offshore Merchant
Account

e-Commerce Legislation
Managed Firewall
Managed Backup

© LEARN MORE

VERIFI
9 Geolrust

Secure Hosting...

cuiek 21.01.08 15:34 UTC)

Offshore Data Center Tour

Managed Load Balancing

< | ¢+ [http:/fwww.linkedin.com/in/richarddouglas

‘ Richard Douglas - LinkedIn ‘

- | Richard Douglas’s Summary
100% UPTIME

Moved to Nassau, Bahamas from Canada to explore internet opportunities.
Founded Secure Hosting Ltd. in 2001 and built the business into one of the

Jamaica and Central America.

Richard Douglas’s Specialties:

Offshore / International hosting, linux, clustered hosting, distributed DNS
and mail, network security

Richard Douglas’s Experience

Founder & CTO
Secure Hosting Ltd.
(Privately Held; 11-50 employees; Internet industry)

Our Advant:

* 24/7 Support January 2001 — Present (7 years 6 months)

* 24/7 Monitoring

¢ Redundant Power

« Redundant Coolin, Perpetual Traveller

* High Speed Bandy Large

* Service Level Agn (Privately Held; Myself Only; Information Technology and Services
industry)

January 1997 — December 2000 (4 years)
Cashed in my savings and spent four years travelling throughout the
Caribbean and Central America looking for internet opportunities,

Bahamas caught my attention with an attractive business climate and
an all-fiber domestic and sub-sea ring to the USA.

System Administrator
Various Corporations
(Public Company; 501-1000 employees; Computer & Network Security

ED BY

industry)
January 1992 — December 1996 (5 years)

the early 90's to building internet and intranet solutions in the mid 90's
as a consultant for several corporations in Toronto, Canada.

¥ Richard Douglas’s Education

Sheridan College
Computer Science

largest Offshore !/ International hosting providers with facilities in Bahamas,

watching technologies mature and having a lot of fun along the way. The

Provided system administration from tech support to network security in

Richard Douglas - LinkedIn

o

Search for people you know from over 20 million
professionals already on LinkediIn.

(example: Richard Douglas) Search

Richard Avedon

Fraenkel Gallery represents the work of Richard
Avedon

www.FraenkelGallery.com

Senior Executive Careers

Only Jobs From 60.000 € Access to Over 2.000
Headhunters

www.Experteer.com

Support for TAO ORB

Full commercial support for TAO Corba ORB
from PrismTech

www.prismtech.com
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RETOUR D’EXPERIENCES : Erreurs des pirates

Téléchargement d’une librairie du malware non obfusquée

| 8 O O anserin_error_code.html

RESERV HOST [%s] ﬁmshcd rctcodc—‘i/d rcply:%mecndData Updatc succcssfull HOSTIN DEX O/GWScndData Bcgm parsing response, type: ”/dWScndData Wc
had receive a new config, process thchScndData Config parsed with status: %d€pSendData. Exit with retcode: %d4p \storage.cpp @@ nitStorage€Get rotations Domain rotation
file-path %s€@€Get rotation params - last server name: %s€€pSet rotations domain rotation file-path %s @ QP QP VD GetActiveServerindex. Lastindex = %d, currtime=%Ix,
lastsuccess=%1x@Working with main server: index %d€€Working with second reserve server: index %d Q@@€9 Working with autogenerated server: index %d, name

%s QPPVYGetActiveServerindex. Savelndex = %d, save time = 9%4x @@ Newly generated server: %s @@ UpdateLastSuccessTime. Lastindex =

% d PP id=%s&sv=0bu&build=%s&ts=%u&ip=9os&sport=9ed&hport=T6d&os=%u.%u . Fu PP &cn=Q P @request. Requesting server by url: %s@@@request. Exit with result: @
%d Q€ Can't query IE favorites path from registry€Can't allocate %d bytes for IE bookmarks buffer€bookmarksgrab €$b17a2¢8.tmp @@ @@Fts thread not

startcd @@ SendStorage Thread @€ @ %s. Sleep: %d, BetweenTime: %d, MinSize: %d, MaxSize: %d Q@@ @PutDataToQuecuc @9 %s. Type=%d,

script=%s @@ FlushSendQueuc @@ Got send item: type=9d, path=%s@id=%s PP %s. Failed to send data to server: %s@@@list too long P VPOV @ QPYPVSoftwarc\AK-

Mail @ Q@@ InstalDir@p9'\config dat@info@thebat.net€\Software\RIT\The Bat! @@ Working Directory@ @@ TheBat ABD QOO OO+

0123456789 ABCDEFGHIUKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz @ @ 9900 € 000 . 00

\Account CFN Q@@ @sharedfavoritesfolder€ @€ APPDATAQ\Crystal Art Software\Crystal FTP Pro\Program Data\setup.dat@ @€ \Crystal Art Software\Shared\FTP
Profiles\@@* lfpf@@HostP QO OFTPO1Foldecr@Uscr@ QPP Pass @O OV Software\GlobalSCAPE

\Settings\Security @€ SiteManagerPath@Setting s @@ @@ Persona-

QOO Vdefanlt@RealName P PO OPOPAccount@P@PPopServer@P @@ SMTPServer@@QLoginName Q@€ SavePassword Text @ Q@@ SmipAuthAllowed@alias Q€
\Nickname\* txt€\Nickname\@ €

\nndbase.x P QY Softwarc\Qualcomm\@P@Eudora\CommandLinc @@ current@wEo S Q@@ Software\LeechF TP Q@@ A ppDir@@bookmark dat) @ Q€
\Software\Microsof\WAB\WAB4A\Wab File Name @€ %USERPROFILE% @@ @\* mab@@\*@@\Application Data\Thunderbird\Profiles\* @@ @@user_pref(@@\prefs js QOO
@@ mail server.serverfd .name @@ mail identity id%d fullName€mail identity id%d useremail €€ €mail identity id%d hostname@mail server.serverded.typc @ @@ pop 3 QO V99
%409 mailbox://%s @ %s@*\=password=\@PQPQPPASSWORD Q@ QP ONAMEQ QO YSERVERQGQREMOTEQQUSERNAME

\* * QPO fipQPOPOOSOFTWARETRELLIAN\LiveUpgrade\Components\Trellian FTP@@@path @ @@ @profilcs @ Q@@ %s %s @@c-mail:@%s Login:" %s QPO O"
Pwd:" %s @@ @htpQOYO" Mailserver:%s ServerType:%s Q@@ OTHEQQPOPOREMAILS_END Q@@ ADDRESS®BOOKS_END €€ DEFAULT\Softwarc\Rhino
Software\FTP Voyager@ @ QO \FTPQ@ Q@ DataDircctoryEntry @@ DataDirectory @@ @\FTPVoyager. fip@adA 0¥ :-ixKZ-

<4xV [ PPPOSoftwarc\Ipswitch\WS_FTPQ QO ODir®
\libeay32.dI9QQEVP_CIPHER_CTX_initpEVP_CIPHER_CTX_cleanup@@EVP_des_ede3_cbc@@QOEVP_DecryptinitpEVP_DecryptUpdatc @@ @DataDir@
\sites\ws_ftp.inip @€ _config_QQQOHOSTOOOODIROUIDYPWD@Socks proxy port: %d@P@P@Q@HTTP proxy port: %d€HTTPProxyServerThread @ @€ %s. We have
signal to close httpproxy..€Hittp connection accepted: %x @@ %s. Can't allocate memory for http-session context structurc @@ Http session failed:
%dQHTTPSessionThread @ @€ %s. Recv failed: 9%d@Resolving IP for %s€gethostbyname failed: %d @@ Htp session socket failed: %d@@Http session connect failed:
%d€Http session send query failed: %d )€

ERROR IN REQUEST
TYPE:[%2d] STATUS:[%5d] MSG: %s €€ CPExportKey®g cmdCheck1 after

decrement®DoRip(%d, %S)
Mnrvnhn All@dncard) Al1€@>€@drcaonh A11€>€drcahaca ﬂ"‘)anManhnan‘ochr‘a";
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AUX DERNIERES NOUVELLES

:~8 ./anserin_Injector_request,
HHERHRRRRRRRRERRRBRE
Anserin request :
URI : https://67.228.178.67/usa/usbank.com.php
User-Agent : MSID [121241237371|Build Vasi5|109
HREHBHRER R
Server response : 302 Found
Connection : close
Date : Mon, ©2 Jun 2008 13:26:47 CGMT
Location : http://google.com

Content-Length : @

Content-Type : text/html; charset=UTF-8
Client-Date : Mon, ©2 Jun 2008 13:12:53 GMT
Client-Peer : 127.0.0.1:3128
Client-Response-Num : 1
Client-SSL-Cert-Issuer
.com
Client-SSL-Cert-Subject
s.com

Client-SSL-Cipher : DHE-RSA-AES256-SHA
Client-SSL-Warning : Peer certificate not verified
X-Powered-By : PHP/5.1.6

:~$ i

. /C=--/ST=SomeState/L=SomeC(it

1 /(=--/ST=SomeState/L=SomeCi

( v //l/fr/l/r

178.39.233.72.static.reverse.ltdomains.com

Autorité de certification racine
Expire le vendredi 2 janvier 2009 07 h 15 HNEC

€3 Ce certificat racine n’est pas approuvé

p Se fier
v Détails

Pays
Région/Province
Localité
Organisation

Unité d’organisation
Nom commun

Adresse électronique

Pays
Région/Province
Localité
Organisation

Unité d’organisation
Nom commun

Adresse électronique

SomeState

SomeCity

SomeOrganization

SomeOrganizationalUnit
178.39.233.72.static.reverse.ltdomains.com
root@178.39.233.72.static.reverse.ltdomains.com

SomeState

SomeCity

SomeOrganization

SomeOrganizationalUnit
178.39.233.72.static.reverse.ltdomains.com
root@178.39.233.72.static.reverse.ltdomains.com

>
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CONCLUSION

La course aux signatures antivirus est perdue : Mebroot, rootkits...

€«

Internet Explorer n’est plus le seul vecteur : Silent.Banker gere aussi Firefox

€«

Authentification double canal devient impératif : SMS, OTP...

€«

Authentification 2-tiers pour les paiements par CB : 3D-Secure, SecureCode

€«

€«

Le rble des FAI pour le filtrage des IP des serveurs C&C : Spamhauss DROP, OpenDNS...
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